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Bulanufi: Tonapucrny s o6uexeuoro ni4noniAarsuicuo (C.I.T) (nol eAPfIOy 38773869)

na uiAcrasi piruennr Ercueptuoi rorraicii 3 rrr,rraHb rpoBeAeHHff AepxaBHoi ercneprrrcr,r B cQepi
rgunrorpatfiqHoro 3axl{cry inQopMallii [epxannoi cnyx6u cueqialruoro 3B'r3K', Ta 3axucry
ittt[opruarlii Yrpainr, nporoKon si407.09.2021 Ne 513.

O6'ert eKc[eprI,I3LI: flporpaltre sa6egue.reHug rrporp€rMHoro-rexniqHoro Kor\{rrJreKcy qerrrpy
ceprn(pixaqii xnro.ris eJleKrpoHHoro qrnQponoro ni4nucy 3a arrroplrrMaMr4

ACTy 4145-2002, RSA, ECDSA UA.38773869.00001-01.

FoepoS:reuuft (nurorouenufi): Tonapucrnona s o6NdexeHolo ei4noniganruicrrc (C.I.TD
(xoa €API]OY 38773869).

Ercnepruufi sarraA: A4uiuicrpaqir ,{epxanuoi cnyx6ra cneqianruoro sn'r3rcy ra 3zxrdcry
in$opuaqii Yxpainu (xol eAPlOy 34620942).

Bucnonru:
L B o6'erri eKcneprl{3ll npaBr,InbHo peanisonauo KpurrrorpaQi.rHi arrropvrMrr, eu3uaveui
ACTy |OCT 28147:2009 (y. peNnMax rlpocroi sanaiHr.r, raMyBaHHr, fztMyBaHHr ia snoponriu
3B's3KoM ta o6qucneHns iN{iroscranru), ACTy 7564:2014 (y peNuvax Kynuna-256, Kynuna-384,
Kynuna-512), |OCT 34.3||-95, ACTy 4145-2002.
2. B o6'erri ercuepru3ll anropl4TM renepaqii Br,rnaAKoBr.rx 4niftnonux nocli4onuocrefi niAnosiAae
AoAarKy A ACTy 4145-2002.
3. B o6'erri excueprrlr,r ilpaBtrnbHo peanisonauo Kpr.rrrrorpaQivnufi aflropnrMr{ ruu$pynanHx
AES sugHa.reHplft ACTy ISO/IEC 18033-3:2015 (y pexr{Max ECB, CBC, srgHa.reHi
ACTY ISO/IEC 10116.2019).
4. B o6'erri eKcneprl,I3lz npaBl4JrbHo pearisonano Kpr{nrorpa$iuni anfopr.rrMr{ rerxyBaHHq
SHA-1, SHA-256, SHA-384, SHA-512, susua.reHi ACTy ISO/IEC 10118-3:2005.
5. B o6'erri eKcrIeprLI3LI npaBl,InbHo pearisoeano Kpr4rrrorpaQiuHrafi anropr,rrM rerrryBaHHt
SHA-224, Br.r3HaqeHvft FIPS PUB 180-4.
6. B o6'erti ercnepru3l4 [paBrdnrno peaaisoBar{o nporoKon aBToHoMrroro y3roAxeuur xnroqis
B rpyfli rotloK erinrIa.lHoi rcpunoi ruuy ,{iQ(fi-fermraaua, nusHa.reHr,rfi r. E.7 AoAarr(y E
ACTY ISO/IEC I lt7 0-3:2015.
7.8 o6'exri eKcneprl,I3l,t rpaBr4JlbHo pearisonauo Kpr.rnrorpa$iwrufi anropr{rM Sopuynauna
Ta uepeniprnnr eneKrpoHHoro ni4nracy RSA, nprgHa.reHuft PKSC#I v.2.2
(RSA Cryptography Standard> (sa cxeMaMr.r RSASSA-PKCSI-vI_5, RSAS SA-PS S).
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8. B o5'erri eKcrreprv3r.r rpaBznbHo peari:onaHo Kpr.rrrrorpa(fi.+rufi ulnroplrrv

Sopuynaunx ra uepeniprHnr eJreKrpoHHoro ni4uncy ECDSA, sugHaceFrE

ACTy ISO/IEC 14888-3:2019, ANSI X9.62:2005.
9. Arropuru reuepaqii KrrotroBnx AaHr.rx, qo peanisoBaHo s o6'erri eKcrreprr.r3r.r, siAlroniAa€
Br.rMoraM AoKyMeHTy <flporparrano-rexni.rHr,rfi KoMrrJreKc rIeHTpy cepru$ilcaqii rruoqis
eneKrpoHHoro qu$ponoro niAnucy 3a anroplrrMaMlr ACTy 4145-2002, RSA, ECDSA. MeroAn€
renepaqiT KrrorroBlrx AaHr.rx) (go nx. 6337 sin26.1,2.2015).
trO. @opuar ra elricr crarycin ceprulpirarie ra gannrin na Tx orpurraanns siAnoniAae euMomu
IETF RFC 6960 <Internet Public Key trnfrastructure Online Certificate Status Protocol>.
11. Ooprvrat ra sN{ior ceprn$irarin i onucxin siArruranux cepru(fircarin silnosilarsrb
BLIMoTaM ACTy ETSI EN 319 412:2016 (ETSI EN 319 412:2016,IDT) <Ererrpouni niAnucu fi
in(ppacrpyrrypu (ES I). llpo Q id cepru$ ir<arin>.
12. Ooplaar ra eN,Iicr nignucannx AaHlrx (rpr,rurorpa$iunux uonigorraneHb rr,rry <signed-data>)
ei4noni4arorb Br{MoraM ACTy ETSI EN 319 122:2016 (ETSI EN 319 122:20|6,IDT). Enerrponai
niAnucu fi inQpacrpyKrypr4 (ESI). Ilu$poni uiAnucu CAdESD.
13. @oprtrar ra eN,Iicr rlo3HaqoK vacy TSP ra sanuris na ix orpr.rMaHH-s eiruoni.4arorb BrrMofaM

ACTy ETSI EN 319 422:2016 (ETSI EN 319 422:2016, IDT). Erexrponni ni.{uucr.r ir
in(fpacrpyrcrypu. llporoxor lrirru qacy ra upo$ili rorcenis nrirru qacy>.

14. B o6'erri ercneprusu (popruaru ganurie na cepru$iraqiro pealisonano silnoni.quo PKCS#I0
<Certification Request Syntax Standard>.
15. Metolu 3txrrcry, pealisonani s o6'exri excneprueu, ni4uoniAarorr Br.rMorttM ,qo gaco6is
Kplrrlrorpa(fivnoro 3axr,Icry in(fopvraqii xracy B2 (saxncr ni4 uopyruHr.rKa Apyroro pinne),
BI,I3HatIeHI4u n floroxenni rpo uopsAorc po:po6JreHHr, nupo6uuqrBa ra eKcrrnyararlii gaco6is
Kpl{rrrorpa(fi.+roro 3axucry in$oprr,raqii, 3arBepAXeHoMy HaKrtsoM Agruinicrpaqii ,{epNasHoi
cnyN6u cneqiamuoro 3e'x3ry ra 3axr,rcry inQoprr,rarlii Vrpaiur.r sia 20.07.2007 }lb l4I
3ape€crpoBaHuM B Miuicrepcrsi rocruqii Yxpainu 30.07.2007 ga l',1b862/14129 (zi srrliuanau).
16. O6'err eKcuepru3r{ siAnosiAae Br.rMornM rexui.ruoro 3aBAaHHr UA.38773869.00001-01 T3 0l
is ,{ononneHHtM}I Jrlb l, Ns 2 Ns 3 Ao Hboro, s .{acrrui peanigarlii Synrqifi Kpr.rurorpaQiuurx
rreperBopeHb.
17. O6'exr eKcrIeprLI3LI Molxe 6yru nuroputauuir, Anq Kpr.rnrorpa(fiuuoro 3axr.rcry iH(loprraarlii
g o6ueNeuLIM Aocryrlou (rpiu cnyx6onoi in$oprraaqii ra inQopuaqii, tqo craHoBtrrb Aep)KaBHy
TaeMHI,IqIo) ra ni.qrcpl'troi inQopruaqii, nuuora uroAo 3axlrcry sxoi scraHoBJreHa 3aKoHoM.
18. O6'ext eKcrreprr.r3r.r Moxe 6yru nuxopucrauuit Ans HaAaHnr reani(pixosaHrax eneKTpoHHr{x

4onipuux nocnyf.

Oco6nprni yMoBI{ (pexovren4arlii): ais eKcrreprHoro Br.rcHoBKy flomfiproerbcs Ha 3pa3KH

eKcneprr,r3r.r, BlrroroBrreni eiAnosilno Ao rexui.{Hr.rx yrvron TY 72.2-38773869-001:2016 si
06'erta

3uinarr,ru
Ns 1, Ns 2,Il! 3 Ao Hr.rx.

Tepnrin 4ii

forosa Cryx6u IOpifi IIII4rOnb


